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Introduction to the Technical Specifications Manual

This manual provides information abdoardware, software, andetwork configurationsfor
running various testing applications provided by American Institutes for Research (AIR).

TheSystem Requirements for Online Testisig theminimum hardware and software
requirements for online testingensure your hardware complies with those requirements
before undertaking the taskdescribedn this manual.

This guide contains the following sections:

1 Section |Network Configuation and Testingprovides information aboutonfiguring
networks and lists helpful networking diagnostic tools

1 Section IIHardwareConfiguration provides guidanceegardingthe proper infrastructure
for printers and wireles access point8VAP)

1 Section llISoftwareConfiguration outlines configurations for operating systenaegktop,
laptop, and mobilg

1 Section IYText-to-Speech Requirementeutlines configurations for enablirtgxt-to-
speech settings on desktop operating ®yas.This section also lists the voice packs
recognized by the secure browser on those operating systems

f  Appendix AURLs Provided by AIRA & (i &RLEhatw@d be whitelistd in your
firewalls

1 Appendix BTechnology Coordinator Checklibsts the activities required to prepare a
facility for online testing.

1 Appendix CScheduling Online Testingrovides a worksheet for estimag therequired
time to administer an online test.

1 Appendix DUser Supportexplains how to contact the help desk.

1 Appendix EChange Ladists the document changes.
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Tablel descrikes the conventions appearing in this user guide.

Tablel. Document Conventions

Element Description

e Note: This symbol accompanies helpful information or reminders.

A Warning: This symbol accompanies information regarding actions that may cause loss of
data.

Caution: This symbol accompanies information regarding conflicting or incorrect
configurations.

m> Tip: This symbol accompanies advice about performing a task efficiently.

text Boldface indicates an item you click or a drop-down list selection.

filename Monospaced text indicates a directory, filename, or text you enter in a field or at the
command line.

This publication is intended for technology coordinatasponsible foconfiguring the
KFNRgIFNBZ a2F0s61 NS YR ySig2N]Yohsfioulibed OK22f Qa
familiar with thefollowing concepts

1 Networking Bandwidth, firewallswhitelisting,and proxy servers

1 Configuring operating system<Control Panel iWindows,System Preferences (DSX,
Settings in i0ORYNnd theLinux command line.

1 Configuringveb browsers Settings in Chrome, Safari, Firefox, and Internet Explorer

1 For information about supported operating systerase theSystem Requirements for
Online Testing
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1 For information about installing secure browsessethe Secure Browser Installation
Manual

1 For information about securing a computer before a tes$sion, see th€est Administrator
User Guide

1 For information about supported hardware and software for Braille testing as well as
information about configuring JAWs&ethe Braille Requirements and Testing Manual

Theabove resources as well as testministation manuals and user guidés other systems
are available in the Resource secti®outh Dakota Smarter BalancAdsessmenportal
(http://sd .portal.aitrast.org).


http://sd.portal.aitrast.org/

Section |.Network Configuration and Testing

YournetworR@2 Yy FA AdzNF GA2Y KlFa | aAaAIYyATAD)Y G AYLI OO
performance An improperly configured network can sl@¥ 5 {r&€3gonsiveness, and possibly

AYLI OG0 aiddREYIGE QF & DE ANB™E dlawidd sedtighsl fiodideTguidance

on properlyconfiguiing your network,andlist popular tooldor diagnosinghetwork

bottlenecks

This section provides guidance or requirements pertaining to networdandigurations for
online testing

Guidance for Determining Required Bandwidth

Bandwidth is the measure 6f Y S (i dapaniflyofuiilization usually measured in terms of
bits per secondYournetwork should havenoughbandwidthto supportonline testngat the
required performance leveFor example, if a testing program requires that web browsers
display test items within 10 secondfter sendinga request, then the network must have
enough bandwidth to support that requirement.

In an online testingnvironment,the followingfactors contribute tadetermining therequired
bandwidth:

1 Number of Students Simultaneously Testng\s the number of students testing at one
time increasesthe required bandwidthalso increases.

| Size of the Test ContentThesize ofatestQ & O 2sydétenyind by two factors: (ihe
number of items on the test and (#)e average size of each item. The more items a test
contains and the larger the average test item, the higher the bandwidth requirement for a
given test. Br examplesome writing tests have @w questiorsto which the student
composes a response, and these tests are small. In contrast, some science tests have
animationsor simulations these tests are large

1 Hubs or Switches LAN performance can be hinderadhenhubs are used instead of
switches. A hub broadcassignals from various network devices to propagate across the
network, potentially saturating the network and causing traffic competitionl&ta
collisionsIf you use hubs, ensure they have enolgimdwidth to handle tle propagation.

f ISPRouter C2NJ LYGSNYySiG ySiteg2Nj1azx GKS vYzad O02YyYzy
connection, which typically operates at speeds of between 1.5M bits per second and 100M
bits per second. Network administrators should sgegime prior to test administration
determiningif their Internet infrastructure has the capacity to accommodatdine testing
at the required performance level
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1 Encryptiort Encryptionat WAPsnay contribute to bandwidth usage. If you use encryption
ensurethe WAP$ave enough bandwidtto prevent degradation of performance

f RequiredResponseTimet 2 KSy | ySiig2N] Qa ol y&mwminRolidata Ol yy 2 (
requested by clients, latency starts to accumulate and the students experience delays.
Ensure@ 2 dzNJ ySG62N] Qa o0l YRGARGK Aa KAIK Sy2dAaAK
between the browsers and the servers.

Table2 displays the esthated average bandwidth used by the secure browser for testing.
When designing your network for online testing, ensure that the availaatelwidthcan
support these values.

Table 2. Average Bandwidth Used by Secure Browser for Testing

Number of Students Testing Average Estimated Bandwidth ~ Average Estimated Bandwidth

Concurrently in School or Consumed During Consumed During Testing®
Building Subsequent Startup of Secure
Browser?
1 8K bits/second 51 15K bits/second
50 400K bits/second 2501 750K bits/second

(0.251 0.75M bits/second)

100 800K bits/second 50071 1500K bits/second
(0.5i 1.5M bits/second)

a Bandwidth consumed when opening the secure browser and accessing an assessment for the first time
is significantly more than when opening the secure browser and accessing an assessment
subsequently. This is because the initial launch of the secure browser downloads non-secure
cacheable content (not test content) that can be immediately accessed upon opening the secure
browser later.

b The values in this column are based on averages from tests in a variety of subjects.

Required Ports andProtocols

Table3 lists the ports and protocols used by thest Delivery SysterBnsure thatall content
filters, firewalls, and proxy servease openaccordingly

Table 3. Ports and Protocols for Test Delivery System

Port/Protocol Purpose

80/TCP HTTP (initial connection only)

443/TCP HTTPS (secure connection)
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Configuration for Domain Name Resolution

Appendix AURLs Providedby AR f AdGa GKS R2YIl Ayidnortestiigtc F2 NJ ! L
applications Ensurethe testing machinebave access to a server that can resolve those names.

Configuring Session Timeouts

Session timeouts on proxy servers and other devices should be set to values greater than the
averagetime it takes a student tgarticipate in a test session & complete a given testor
example, if your school determines that students will test im@@ute sessions, then consider
setting the session timeout to 65 or 70 minutes

Data Caching

Datacaching & | (GSOKYyAljdzS 068 6KAOK |y AYUSNNSRALIGS
requests instead of a downstream server. Witiga caching ia good strategy in some

situations, its overhead detrimental in the online testing environment. Ensure all

intermediate network elements, such as proxy servers, do not cache data.

Configuring Quality of Serviceand Traffic Shaping

If your testingnetwork includesdevicesthat perform traffic shaping, packet prioritization, or
Quality of ServicéQoS)ensurethe URLsSNn Appendix AURLS Provided by Alavehigh
priority.

Configuring for Certificate Revocations
I LwQa aSNISNB LINE A S ylie follo#iNgisacFoRs@lisoiisS tivetiiodsusedk S Of A
to check those certificates faevocation.

To use a certificate revocation list, ensure your firewalls allow thehttRi/crl.verisign.com/.

To use the Online Certificate Status Protocol (OCSP), ensure your firewalls allow the domain
names listed iMable4. The values in the Patteed column are preferrethecausehey are
more robust.

Table 4. Domain Names for OCSP

Patterned Fully Qualified

*.thawte.com oscp.thawte.com
*.geotrust.com oscp.geotrust.com
* Ws.symantec.com 0scp.ws.symantec.com
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If your firewall is configured toheck onlyP addressesio the following

1. Getthe current list of OCSP IP addresses from Symantec. The list is available at
https://forms.symantec.com/websurveys/serviet/ActionMultiplexer?Action ID=ACT2000&
WSD surveylnfolD=2177

a. Go to step 1 of thélote under thelmportant Service Announcemerdn this page
b. Click theGet the full list of IP addressdmk.

2. Add theretrievedIP addresses to yotirewallQ & ¢ K Roin& feplakeiny existingP
addresses.

You should do performance analysis gfour networkinginfrastructure to identify any

bottlenecks that may impact test performance choice ofdiagnostic tool depends on the
operating systemunningthe toolz KS y S { ¢ 2 NJechhidalhdwletige anbldhdl 2 NI &
desired level of network analysi&.number of network diagnostic tookre availableas

described in the following sections

A | RNeswork/Bandwidth Diagnostic Tool

AIR provides a diagnostic tool that can be directly accessed frostiadentsampletest login
page

1. On thesampletest loginpage, cliclkun DiagnosticsThe Diagnostic Screen paggens
2. In theNetwork Diagnosticsection, select a test.

3. Select the approximate number of students who may take that & sine time

4. ClickRun Network Diagnostics Tests

Thetool displaysyour current upload and download speed as well as a general idea of whether
you can reliably test the number of studentsu entered in ste@. You may want to run this

test several times throughout the day to verify that your upload and download speeds remain
relatively consistent.

Windows-Specific Tools
PRTGwww.paessler.com/prtymonitors bandwidth usage and other network parameters via

Simple Network Management Protocol (SNMP). It also containglzh £ G mA Yy LJ O] S
freeware version is available.

Ay 7
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NTttcp (www.microsoft.com/whdc/device/network/TCP_tool.msps a multithreaded,
asynchronous application that sendsd receives data between two or more endpoints and
reports the network performance for the duration of the transfer.

Pathping is a network utility included in Windows. It combines the functionalitiyeofing and
tracert commandsby providing @tails of the path between two hosts amihgrtf A { S adl G A &
for each node in the path based on samples taken over a time period.

OS X-Specific Tools

This tool is built into OS X.

Multi -Platform Tools

Wireshark(www.wireshark.orgis a network protocol analyzer. It has a large feature set and
runs on most platforms including Windows, O&ndLinux.

TCBump (http://sourceforge.net/projects/tcpdump is a common packet sniffer that runs
from the command linen Linuxand OS X. Itanintercept and display data packets being
transmitted or received over a network. A WindowersionWinDump is available
(www.winpcap.org/windumpy.

This is a set of standard UNIX network utilities. Versions of these utilities are included in Linux,
Windows, and OS X.

Iperf (http://sourceforge.net/projects/iperf) measures maximum TCP bandwidth, allowing the
tuning of various parameters and User Datagram Protocol (UDP) characteristics. Iperf reports
bandwidth, delay jitterand datagram loss.



http://www.microsoft.com/whdc/device/network/TCP_tool.mspx
http://www.wireshark.org/
http://sourceforge.net/projects/tcpdump
http://www.winpcap.org/windump/
http://sourceforge.net/projects/iperf/

Section II. Hardware Configuration

This section provide®pologyguidance for printers an®VAPsIt also provides a reference for
hardware configurations that support Braille testing.

Test Administrators can print test session information and approve st@d@guests to print

stimuli or test items (for stdents with the printon-request accommodationNevertheless, to

maintaina secure test environmenthe Test Administratad® & O 2 ¥hoiddbieSdhihected to

a single local or network printer in the testing ropamd onlyi KS ¢ Said ! RYAY A & NI
computershould have access tbat printer.

Wireless networking standards have evolved over the years, with the following being the most
commonly deployed:

1 802.11ac has a theoretictdroughput of up to 1G bits per second.
1 802.11n has a throughput of up to 300M bits per second.

802.119g has a theoretical throughput of up to 54M bits per second.
1 802.11b has a theoretical throughput of 11M bits per second.

The recommended number of devicsupported by a single wireless connection depends on
the standard used for the connection. The two most common networking standards are
802.11g (54Mbps) and 802.11n (300Mbpas}bles lists recommendations for network
topology in which the WAP provides 802.11g and the testing devices provide 802021tln
or a mixture of the twoRefer to your WAP documentation for specific recommendatiomks an
guidelines for these or other standards.

Table 5. Recommended Ratios of Devices to Wireless Access Points

Testing Device Ratio of Devices to 802.11g WAP Ratio of Devices to 802.11n WAP
802.11g 20 40

802.11n 20 40

Mix of 802.11g and 20 401 50 (depending on the mix of
802.11n wireless cards used)

Recommendations for 802.11ac routers are under investigation.
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Regardless of the number of WAPSs, each should be configured to use WPA2/AES data
encryption.

For information about Braille hardware and software requirements, refer toBtrelle
Requirementslocument, which is available on ti@outh Dakota Smarted BalancAdsessment
portal (http://wv.portal.airast.org/).

10



Section Ill. Software Configuration

This section describésw to configure theoperating systems and web browsdos online
testing

This section describes how to configure commercially available bro\iGkreme, Safari,
Firefox, and Internet Explorefr online testing.

Enabling Pop-Up Windows
Il LwQa aeaidsSya LINRPJARS AYyT
0 K

2 NJY luiir@lofs. Thergfére 3 | 3 6 a
enable popdzL) 6 Ay R26a 2V 24S ¢

N
S60 oNRgaSNR dzaiy3a |
The following list describes how to enable pap windows on many browsers. If your browser

is not on this list, consult its user documentation.

The fdlowing instructions enable pepp windows forall domains If you prefer to limit popup
windowa (2 2yfe (K2 adomdng sa tieadnstiudidnyiknaklivg@ddp
Windowsonly for AIR domains

1 Firefox(Windows) Tools > Options > ContentctearBlock popup windows (Firefox on
OSX and Linux is similar.)

1 Chrome:Menu > Settings > Show advadcsettings (at the bottom of the screen) > Privacy
> Content Settings > Pagps >markAllow all sites to show popups.

1 Chrome browser on Android tabletdvVienu > Settings > Advanced > Content Settings >
Block popups >clear checkbox.

1 Internet Explorer:Internet Options > Privacy tab >al TurnOnPop-up Blocker
9 Safari:Safari >learBlock PopUp Windows

{ iOSSafari Settings > Safari > Block Pags (toggldi 2 a2 F)F¢ Y2RS

You can allow popip windows only from L wd&ins The following list describes how to
enabledomainspecific popup windows on many browsers. If your browser is not on this list,

11



Technical Specifications Manual Software Configuration

consult its user documentatio he list ofAIRdomainsto use in theseristructionsappeasin
Appendix AURLs Provided by AIR

1 Firefox:Tools > Options > Content > cliekceptions Enterdomain namesind selectAllow
for each

1 Chrome:Menu > Settings > Show advanced settings (at the bottom of the scrdemyaey
> Content Settings > Payps > clicManage ExceptionsEnter thedomain namesnd
selectAllow for each.

1 Internet Explorer:Internet Options Privacy tab > Settingter thedomain names and click
Addfor each.

9 Safariand iOS SafarN/A

1 Chromeon Android tablets:N/A

TheSecure Browser Installation Manwldscribes several scenarios for installing the secure
browser.Some scenarios describe how to install the secure browser into a shared network
folder, and students run the secure browser from that folder. This is arguably the fastest way to
deploy the secure browser in a testing environment, thére aresome performance impacts.
Runningthe secure browsecreates competitionamong the student&lientsfor two resources:
LANbandwidthandshared disk driveThis performance impaatan be avoidedby installing the
secure browser locally on each machine.

This sectiorescribes how to configure Windows fomline testing

Disabling FastUser Switching

Microsoft Windows (Vista, 7, 8.0, 810, and 1)K I & ! ZNJa{ig A G OKAy 3¢ FSI G
allowsmore than one user to be logged in at the same time. This is a security risk because

students can potentiallytart a new Windows session during the test and tiss session to

searchthe Internet for answersThe following sections describe how to disable Fast User

Switching for different versions of Windows.

12
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This section describes how to disable Fast User Switching under Windows Vista and Windows
The process is similar for later versions of Windows.

The following procedure describes how to disafdst User Switching using the Group Policy
Editor. Some editions of Windows Vista do not support this configuration through the Group
Policy Editor; in such cases, configbast User Svitching through the registry. See Opti@n
below for instructions.

| gpedit.msc| x |

1. ClickStart, typegpedit.msc in the search box ‘
The Local Group Policy Editor window appe

Ly, EO o Nwl P Nl

2. Navigate toLocal Computer Policy > R ——
Computer Configuration > Administrative T

Templates > System > Logon

Select anitem to view its description.

3. DoubleclickHide entry points for Fast User
Switching

4. SelectEnabled and clickOK
B \, Btended { Standard
5. Close the.ocalGroup PolicEditorwindow. =
A Hide entry points for Fast User Switching o =]
[} Hide entry points for Fast User Switching revious Seting Next Seting

Mot Configured ~ Comment:

@ Enabled

Disabled
Supported on: At east Windows Vista

13
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The following procedure describes how to disafdst User Switching using the Windows
registry.

1. ClickStart, typeregeditexe in the Start
Searchdialog box, and predsnter.

| regedit.exe x |

2. Navigate tOHKEY_LOCAL_ MACHINESOFTWARE
Microsoft > Windows > CurrentVersion >
Policies > System.

3. Rightclick theSystemfolder.

4. ClickNew, DWORD (3bit) value.

5. TypeHideFastUserSwitching and press Enter———

Edit DWORD (32-bit) Value ==
6. Doubleclick theHideFastUserSwitchingalue.| vaie name:
HideFast LiserSwitching
7. IntheValue datafield, enter1. e Rase
) (1| ) @ Hexadecimal
8. dickOK ) Decimal
9. Close the Registry Editor. [ ok || cancel

The following procedure describes how to disafdst User Switching under Windows 8.8nd
8.1.

1. Inthe Search charm, typgpedit.msc . Apps
Doubleclick the gpedit icon in the Apps

pane.The Local Group Policy Editor windo
opers.

Local Group Policy Editor ==

~ Logon

Hide entry points for Fast User

2. Navigate toComputer Configuration >
Administrative Templates > System >

Logon.

3. In the Setting pane, doublelickHide entry
points for Fast User Switching

15 sefting(s)
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4. SeleCEnabledand then CliClOK L Hide entry points for Fast User Switching EL—M
oKk || Cancel | pp\]lk
5. In the Search charntyperun. The Run dialc | [~ = X
box opers.
=) Type the name of a program, folder, document, or Internet
. resource, and Windows will epen it for you.
6. Enter the commandpupdate /force  into : penittory
the text box and then clic®K (Note the Open: | gpupdate /force v
space before the backslagh
oK ] | Cancel | | Browse...
7. The commandvindow opens. When you set C\Windows\sysem32\gpupdateexe |

the message&omputer Policy update has
completed successfully , this will be your

notification thatWindowshassuccessfully

disabledFastUser Switching.

15
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Enabling Web Fonts in Internet Explorer 11

Someapplications, such asampletests or THSS, display test items that may requieb fonts.
The following procedure describes how to enable web fontaternet Explorer 1.

To enable web fontsin InternetExplorer:

1. In Internet Explorer, opethe tools menu Intemet Options Co e
and SEIeCtI nternet Optlons The Internet | General | Security |Privaq-' I Content | Connections | Programs I Advanoed|
Optionsdialog box opens

Select a zone to view or change security settings.

2. Click theSecuritytab. @ & v 0O

Internet  Localintranet Trusted sites  Restricted

. . sites
3. Click theCustom Levebutton. The Securit Internet —
Settingsdialog boxopens. 0 i drenbicie i

restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
—_ - Prompts before downloading potentially unsafe

content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)

(f Customlevel... D[ Default level ]

’ Reset all zones to default level ]

[th Some settings are managed by your system administrator.

[ oK H Cancel ]

=]
=]

4. Scroll toFont Download and markthe Security Settings - Internet Zone =
Enableradio button. Settings
¥ S_u'iptAch'veX controls marked safe for scripting® -
5. ClickOK The Security Settinglalog box o e
closes © Prompt

,3'3 Downloads
Cie File download
6. ClickOK The Internet Optionsialog box ® oot
|&® Font download
closes ©) Disable
| Enable
() Prompt
,y‘j Enable .MNET Framework setup
(7) Disable
@ Enable

Micrall zmam e
4 L 2

*Takes effect after you restart your computer

Reset custom settings

Resetto: [Vedium (defoult +] [ Reset. |

[ OK ] [ Cancel ]

16
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Installing Windows Media Pack for Windows 8.1 N and KN

Some versions of Windows 8.1 are not shipped with media software installed. As a result, you
may need to install softwart enablestudents to listen to and record audio as well as watch
videos.

Microsoft provides additional information as well as a dovau package for computers with
the following Windows 8.1 versions:

Windows 8.1 N
Windows 8.1 N/K with Bing

Windows 8.1 Enterprise N

= == = =

Windows 8.1 Pro N
Windows 8.1 Pro N/K for EDU

AIR encourages downloading this software and ensuring it works with sareplsites and
video and audio files prior to installing the Windows secure browser. Installation instructions
FNE LINPJARSR 2y aAONRaz2fF0iQa R2gyf2FR LI 3So

I About the Media Featur®ack for Windows 8.1 N and Windows 8.1 KN Editions: April 2014
(http://support.microsoft.com/kb/2929699/erus)

1 Download Media Feature Pafik N and KN Versions of Windows 8.1
(http://www.microsoft.com/en-us/download/details.aspx?id=425D3

Configuring ZoomText to Recognize the Secure Browser

When displaying a test with a prisize accommodation abewixmagnification the secure
browser automatically enters streamlined mode. If you want to retain the standard lafaut
test but displayit with a print magnification above ¥ then consider using ZoomTexta
magnification and screereading software that you can use with the secure browkkse the
following procedure to ensure ZoomText recognizes the secure browser.

1. If ZoomText is running, close it.

2. In the Windows Explorer, go to the installation directéwy your version of ZoomText. For
example, if you have ZoomText version 10.1:

0 Go toC:\ Program Files (x86) \ ZoomText 10.1 \ (Windows 64bit)

0 Go toC:\ Program Files \ ZoomText 10.1 \ (Windows32-bit).

17


http://support.microsoft.com/kb/2929699/en-us
http://www.microsoft.com/en-us/download/details.aspx?id=42503
http://www.microsoft.com/en-us/download/details.aspx?id=42503

Technical Specifications Manual Software Configuration

3. In atext editor, open the fil@oomTextConfig .xml .

4. Searchdr line containing thed2DPatch property, similar to the following:

<Property name="D2DPatch" value ="*,~dwm,~firefox,~thunderbird"/>

5. Inthevalue G GNRA O dzi ST I RR (GKS LINBFTAE FT2NJ 82dzNJ adl ¢

<Property name="D2DPatch" value
="* ~dwm,~firefox, ~sdsecurebrowser,~thunderbird"/>

6. Save the file, and restart ZoomText.

This section describes how to configure MacXX8r online testing.

Disabling Exposé orSpaces

Mac OX 107 and laterincludesan Exposé oBpaces feature that allows running more than

one desktop session. This is a security risk because students can potentially start a new desktop
session during the test, and uteat session to searcthe Internet for answers. The following
procedure explais how to disablé&Exposé oSpaces on those versions of R.$You can disable
Spaces quickly from the command line; §8sabling Spaces and Application Launches from the
Command Linéor details.)

To disabl€Exposé oBpaces:

1. Choose Apple menuSystem Preferences . Finder File Edit View Co,

About This Mac
Software Update...

App Store...
System Preferences...
Dock b
2. QickKeyboard The Keyboard window
opens
Keyboard

3. Click theKeyboardShortcutsor Shortcuts

tab. MCKeybuard Shortcuts )
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4. In the left panel, clicMission Control The ¥ Mission Control
right panellistsall Mission Control options Move left a space
Move right a space
5. In the right panelgclear the following Switch to Desktop 1
checkboxes

0 Move left a space
0 Move right a space

0 Switch to Desktop 1

To reenableExposé oSpaces, follow steds;4, and mark the boxes for spaces.

Disabling Application Launchesfrom Function Keys

When students use the secure browser for testing, the Test Delivery System conducts regular
checks to ensuréhat other applications are not open. These checks help maintain the integrity
of the secure test environment.

Starting with OX versions 1@.and later, sme Mac computers arfactory configured to
launch iTunes and other applications tmgssinghe function keys (e.g., F8) on the keyboalfd.
a studentaccidentallypresses the function key, the secure browser assumes tfatédden
FLILX AOFGA2Yy Aa NMzyyAy3d FyR LI dzaSa theuSeofa G dzRS Yy (i
function keys to launchpplicatiors.

Thefollowinginstructions are based 0®SX10.9 similarinstructionsapply for other versions
of OSX (You can disable application launches quickly from the command lin®isabling
Spaces and Application Launches from the Commanddirtetails.)

Todisable application launches frafiunction keys

1. Choose Apple menuSystem Preference: e pr— e -

[« » ][ Showal |

Personal

2. In System Preferences, cli€kyboard The ... @ o @ 8
Keyboard WindOW opens Screen Saver Control & Text & Privac Y

Hardware

= - = | [ - N

CDs&DVDs  Displays Energy Keyboard Mouse Trackpad  Print & Scan Sound
Saver
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Shortcuts | Input Sources |

3. Inthe Keyboard windownarkUse allF1,
F2, etckeys as standard function keys

Key Repeat Delay Until Repeat
If you need to launch iTunes or another Vs
. . Off Slow Fast Long Short
application, press the Fn key and then pres
the deSired funCtion key ThlS Combination ! @Use all F1, F2, etc. keys as standard function keys
launch the application(Doing so while taking ittt e Al ahal el

a test causethe secure browseto pause the

lgAdjust keyboard brightness in low light
test.)

Turn off when computer is not used for:

LW

5 secs 10 secs 30 secs 1 min 5 mins Newver

E] Show Keyboard & Character Viewers in menu bar

Disabling Updates toThird -Party Apps

Updates to hird-party apps may include components that compromise the testing
environment.This section describes how to disabjedates to thirdparty apps

The following instructions are based on ®30.9; similar instructions apply for other versions
of OSX.

Todisableupdates to thirdparty apps
1. Loginil 2 GKS &aGdzRSy Qe

The App Store keeps OS X and apps from the App Store up to date.

2. Choose Apple menuSystem Preferences =~ #Automatially check for updates
. Download newly available updates in the background
TheSystem Preferencedialog box opens.

Install app updates
lglnsta\l system data files and security updates

3. dickApp Store TheApp Storewindow
opens.

Automatically download apps purchased on other Macs

4. Mark Automatically check for updates

5. ClearDownload newly available updates in the background
6. Clearlnstall appupdates

Mark Install system data files and security updates

Disabling Updates to iTunes

Updates to iTunes may be incompatible wilie secure browser. This section describes how
disable updates to iTunes.
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The following instructions are based on ®30.9; similar instructions apply for other versions
of OSX.

To disablaipdates to iTunes
1. Loginii2 GKS &adGdzRSy(Q

Advanced Preferences

[qb14

Yo T
o > B ® B |0
. General Playback Sharing Store Parental Devices | Advanced
2. StartiTunes
iTunes Media folder location
| - f fUsers/testeradmin fMusic/iTunes/iTunes Media ‘Ml
3. SelectiTunes > Preferetes.
| Reset |
Lﬂ Keep iTunes Media folder organized
4 U nder theAdVamed tab Clear’check for Places files into album and artist folders, and names the files based on
* 1 the disc number, track number, and the song title.
new SOftware updates aUtomat|CaI|y @Copv files to iTunes Media folder when adding to library
- Reset all dialog warnings: | Reset warnings |
5. ClickOK —
Reset iTunes Store cache: | Reset cache |
| | Keep MiniPlayer on top of all other windows
|| Keep movie window on top of all other windows
|| Check for new software updates automatically
@ [ Cancel | [ oK

Disabling Look-Up Gesture

OSXversionsl0.7 and later include a loekp gesture; highlighting a word and then tapping
with three fingers on therackpad displays a dictionafgr the highlighted woréa feature that
can compomise testing securityThis section describes how to disabie lookup gesture

The following instructions are based on ®30.9; similar instructions apply for other versions
of OSX.

To disablghe lodk-up gesture

1. Choose Apple menuSystem Preferences Scroll & Z¢

2. ClickTrackpad TheTrackpadvindow

opens. @I Tap to click

Tap with one finger

3. Click thePoint and Clickab. o Secondary click

Click or tap with two fingers v

4. Clear theLook upcheckbox.
Look up
' Tap with three fingers

Three finger drag
Move with three fingers
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Disabling Display of Notification Center

OSXversiors 10.10 and later include NotificatidBenter, which displays system information
when swiping to the left with two fingers from the right edge of the trackpad. Depending on its
contents, Notification Center can congimise testing securityThis section describes how to
disablethe gesture for éplaying Notification Center

The following instructions are based on ®3010; similar instructions apply fdater versions
of OSX.

To disableéhe gesture for displaying Notification Center

1. Choose Apple menuSystem Preferences Swipe between pages

Seroll kaft or right with two fingars
2. ClickTrackpad TheTrackpadvindow

opens. Swipe between full-screen apps

Swipe left or right with three firngers

3. Click theMore Gesturegab. Notification Canter
. . Swipa left from the right edge with twa Tingears
4. Clear theNotification Centercheckbox.

Disabling Spaces and Application Launches from the Command Line

The section®isablindgExposé ofSpacesnd DisablingApplication Launchesom Function Keys
describe how to configure OSthrough the desktop. This section describes how to perform

those configurations from the command line, which can be faster than working through the
desktop. To perform this task, you need to benféar with logging iro OSX machines through
Terminal or other terminal emulator.

Todisable spaces and application launcfesn the command line:

1. Log in to the machinas the user that runs the secure browser

2. Enter the following commands:

defaults wr ite com.apple.symbolichotkeys AppleSymbolicHotKeys - dict -add 79
"{enabled = 0; value = {parameters = (65535,123, 262144); type = standard; }; }"

defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys - dict -add 80
"{enabled = 0; value = { parameters = (65535, 123, 393216); type = 'standard’; };

}ll

defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys -dict -add 81

"{enabled = 0; value = { parameters = (65535, 124, 262144); type = 'standard’; };
}ll
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defaults write com.apple.symbolichotkeys AppleSymbolicHotKeys -dict - add 82
"{enabled = 0; value = { parameters = (65535, 124, 393216); type = 'standard’; };

}

E|> ‘ TIP You can paste these lines into a text file, and run the file from the command line.

These commands modify the fiteLibrary/  Preferences/
com.apple.symbolichotkeys.plist

3. If you logged in to a computer running &4.08.5or later, log out and then log back in.

If you need to restore Spaces and the default application launchers, repeatisi@pis step2,
changeenabled =0 to enabled =1 .

Disabling Spaces and Application Launches on Remote Machines

The section®isablindgExposé oSpacesDisablingApplication Launchesom Function Keys
andDisabling Spaces and Application Launches from the Commanddamie procedures
for configuringa secure test environmenh OSX. This configuration is stored in the file
~/Library/  Preferences/ com.apple.symbolichotkeys.plist . If you have many O% testing
machines, it may be ess to push this file to thosenachines instead of configuring each one
individually.

You can push the configuration file to remote machines using a variety of tools, such as the
following:

File Distributor

Apple@ Active Directory Client and Directory Utility

1

1

1 Apple@ Open Directory anBrofile Manager
1 Centrify & PowerBrokers Identity Enterprise
1

Apple Remote Desktop
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Disabling Dictation and Siri

As students can speak into an OS X device utilizing the dictation feature which suggests words
or spellings that may compromise testing secutilge the following procedure to disable
dictation.

To disabldictationin an OS X device:

1. Go toSystem Preferenceandclick °
Keyboard then clickDictation. uD ._—' = LJ o © ®
. W 7 — w\’

* 0 @ @ ®

2. Turnthe Dictation option to Off.

Keyboard Text Shortcuts input Sources JRSEEEEUEY

Use Dictation wherever you can type text. To start aictating,
use the shortcut or select Start Dictation from the Ecit menw,

g!_) Dictation:  On ©Off
LUneinv :

About Dictation and Privacy
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To disable the Siri feature

3. Go toSystem PreferenceandchooseSiri  ® & Biitee Peteionce:
from the control panel options. f’ Q—J m U QJ @ o
oW = B a9l

4. Uncheck the box next tBnable Siri

Siri

Enable Siri

Show Siri in menu bar About Siri and Privacy

Keyboard Navigation to Tool Menu Using a Safari Browser

Students can use any public browser for practice tests, and navigate to the Tool menu using
standardmethods, with the exception of SafafT.o access the Tool menu using Safari, enable

the "Press tab to highlight each item on a webpage" option in Safari Preferences, as shown

below.

NOTE: Students that have TeatSpeech accommodation enabled fmactice tests will need
to use Secure Browser.
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4 @
O\ N W

Gonersd Tobn  ActoFill Passworcs Search Security Privacy

Smart Search Fleld:

Page Zoom

Accessibility:

Check this
option

Bonjour:

Internet plug-ins:

Style sheet:

Default encoding:

Proxies:

Software Configuration

Advanced

n' o

Notfcations Extensons Advanced
£2 Show tull website address
00% =
Never use font sizes smalier than

Press Tab to highlight each item on a webpage
Option-Tab highiights ail Rems except Inks.

Include Bonjour in the Bookmarks menu
Include Bonjour in the Favorites bar

2 Stop plug-ins to save power
None Selected
Western (150 Latin 1)
Change Settings

£3 Show Deveiop menu in menu bar

When installinga new copyof Secure Browser 84 lateron OSX 10.11(El Capitan)

Gatekeeper indicates the program is from an unidentifs®urce This is because Gatekeeper

R2Sa y20 NBO23ayAl S GKS &aSOdANR YWNRR ABNINER 2 dziiff Al
security settings prior to the installation, and then reset the settings after the installation.
(Gatekeeper does recognize thedzZNBE 0 N2 g a SN a A y aupgratlifigio G A 2 v
Secure Browser 84 lateron OSX 10.11, so you do not need to perform this procedure when
upgrading.)

aA3

To prepare O 10.11 for installing Secure Browser &.(ater.

1. OpenSystem Preferences
2. ChowseSecurity and Privacy

3. UnderGenera] click the lock and type your password to enable changes.
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4. UnderAllow apps downloaded fromchooseAnywhere and chooséllow From Anywhere
in the confrmation message.

[ ] < 2 Security & Privacy

m FileVault  Firewall  Privacy

A login password has been set for this user | Change Password...

Require password 5 minutes | after sleep or screen saver begins
Show a message when the screen is locked

Disable automatic login

Allow apps downloaded from:

Mac App Store
Maec App Store and identified developers

°Aﬂywhere Choose AnyWhel’e
to install
secure browser 8.0
on OS X 10.11
EE:T Click the lock to prevent further changes. Advanced...

5. Install the secure browser. Detailed installation instructions are available iBdlare
Browser Installation Manual

6. After installing the secure browser, restore your security settings.

This section describes how tonfigureLinuxfor online testing.

Adding Verdana Font

Sometestshave content tharequiresthe Verdana TrueType foritherefore ensure that
Verdana is installed on Linux machines used for teslihg.easiest way to do this is to install
the Microsot core fonts package for your distribution.

f Fedora, Red Hat,andopenSwSE2f f 2 ¢ GKS aiSLA Ay (GKS al 2g¢ 0
following websitehttp://corefonts.sourceforge.net/

1 Ubuntur In a terminalwindow, enter the following command to install the msttcorefonts
package:

sudo apt - get install msttcorefonts
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This sectiordescribes how to configure mobile devigesining iI0S

Configuring for Guided Accesn iOS

Guided Access restrictad iOS to a single application and prevents taking screenshots. This
ensures a secure test environmeYou may want to use Single App mode, which is easier to
enable and activate than Guided Access; for more details about this configuration, see
Configuring Using Autonomous Single App Mpde

The procedure in this section ordgyablesGuided Access; tactivate Guided Accessefore a
test, see theTest Administrator User Guide

Toconfigure forGuided Access:

1. TapSettings

2. Navigate to General > Accessibility >
Learning, and turn ouided Access FrT——
o wiFi ARCaSE Guided Access @
3. Set the passcode for Guided Access. (Te |k sieton = ,
Administratas use this passcode to DoNotDlstuts (o
deactivate Guided Access after a test.) (& Notications ———

Set Passcode Cancel

fhen Guided Access

a. Tapset PaSSCOde w Sounds Enter a passcode -
fd Brightness & Wallp [[— \'_" '—11 "_1] : P

b. Enter a passcode. &l piture Frame ——
ﬁ Privacy

c. Confirm the passcode. & icloud

L% Mail, Contacts,
4. Save the passcode in a safe place. There =t
no ability to retrieve a forgotten passcode /& ™™

Q Messages
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5. On devices with iO&or later, disable Figure 1. Keyboard Settings for iOS 8.1 (other
keyboard functions by doing the following versions of iOS are similar)

a. UnderSettings tap General>Keyboard Auto-Capitalization

b. Turn offall settings. Auto-Correction

Enable Caps Lock
Predictive
Split Keyboard

“.” Shortcut

Configuring Using Autonomous Single App Mode

If you have iOS tablets running vers®© or higher, and if you have a Mac running version
10.10 or higher, then you can use Autonomous Single App Mode (ASAM) to quickly create a
secure testing environment on all iPagised for testing(Tablets running version earlier than
7.1 require Guided Accesdor details about this configuration, séonfiguring foiGuided

Accesg Compared to Guided Access, ASAM requires less time to prepare for test sessions;
there is no need to activate Guided Access on each iPad before each test session.

m> Save Time with Automatic Assessment Configuration If you are using iPads with iOS 9.3.2
or later, you can use the automatic assessment configuration that comes with the
AlIRSecureTest app. For details, see Using Automatic Assessment Configuration.

To managenultiple iPads using ASAM, you needdo the following:

Step 1: Creating a Mobile Device Management Profile

Step?2: Restricting Features in iOS 8.tr3ater

Step3: Creating a Supervisory Profile

Step4: Placing iPads in Autonomous Single App Mode

After completing these three steps, each time a student starts a test, the iPad enters ASAM and
the test environment is secure.
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The first step in provisioning iPads with ASAM is to create an MDM p#afiygarofile with
defaultsettingsis compatiblewith the secure browseHowever, you may wish to restrict
certain features irdevices withOS 8.1.3r later (seeStep2: Restricting Features in iOS 8.&r3
later). Deploy the profile to a host that the iPads catess.

Creating an MDM profile is beyond the scope of this specification manual. The following
references provide introductory information:

M IT in the Classroonavailable ahttps://www.apple.com/educdion/it/mdm/ .

1 Apple Configurator He]@vailable ahttps://help.apple.com/configurator/mac/2.0/

1 Protip: Use OS X Server Profile Manager for VdMdilable at
http://www.techrepublic.com/article/protip-use-os-x-serverprofile-manageffor-mdm/.

Youmustrestrictfeaturesin superviseddevices withOS 8.1.3r laterthat may give students
an unfairtestingadvantage, including the dictionargredictive keyboard, spell check, auto
correcton, and share selected text

1 | Note: The current version of Apple Configurator does not allow you to restrict these features.
You must use a third-party MDM solution such as Casper or AirWatch to create a profile that
implements these restrictions.

To restrictfeatures in iOS 8.1& later.

1 Inthe Custom Settings section of the MDM solution, insert the profile key for @fatie
featureslisted inTable6.

Table 6. Profile Keys for Features in iOS 8.1.3 or Later

Feature ‘ Profile Key Value

Dictionary, Share Selected <key>allowDefinitionLookup False

Text? </key>

Predictive Keyboard <key>allowPredictiveKeyboa False
rd</key>

Spell Check <key>allowSpellCheck</key > | False

Auto-Correction <key>allowAutoCorrection</ False
key>

a Share Selected Text is available since iOS 9. Disabling Dictionary also disables this feature.

30



https://www.apple.com/education/it/mdm/
https://help.apple.com/configurator/mac/2.0/
http://www.techrepublic.com/article/pro-tip-use-os-x-server-profile-manager-for-mdm/

Technical Specifications Manual Software Configuration

¢CKS F2tf206AYy3 &y A LILISairectipdbdlite. TReTsippetsdictioharyl R Q &
predictive keyboard, and spell check are similar.

<dict>
<key>allowAutoCorrection</key>
<false />
<key>PayloadDisplayName</key>
<string>Restrictions</string>
<key>PayloadDescription</key>
<string>RestrictionSettings</string>
<key>Payload Identifier</key>
<string>31eb53ac - 3a08- 46f7 - 8a0a- 82e872382e15.Restrictions</string>
<key>PayloadOrganization</key>
<string></string>
<key>PayloadType</key>
<string>com.apple.applicationaccess</string>
<key>PayloadUUID</key>
<string>56199b2c - 374d- 4152- bc50- 166d21fa9152</string>
<key>PayloadVersion</key>
<integer>1</integer>

</dict>

To create a supervisory profile:

1. On a Mac 10.10r later, download and install Apple Configurator from the Mac App Store.
When theinstallation completes, open Apple Configurator.
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2. ClickPrepare then Settings The Settings window appears.

Figure 2. Settings Window in Apple Configurator
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